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Based on Articles 3 and 9 of the Customs Service Act ("Official Gazette", no. 83/09, 49/11 and 34/12), Article 49.b Paragraph 1, Article 73 Paragraph 1 and Article 186.d Paragraph 1 of the Customs Act ("Official Gazette", no. 78/99, 117/99, 73/00, 92/01, 47/03, 140/05, 138/06, 60/08, 45/09 and 56/10), Article 7 Paragraph 4 of the Excise Duties Act ("Official Gazette" , no. 83/09 and 111/12) and Articles 3 and 3.a of the Regulation Implementing the Customs Act ("Official Gazette" , no. 161/03, 69/06, 5/07, 70/08, 76/09 and 29/11), the Director General of the Customs Administration has passed the
REGULATIONS 
ON THE USE OF THE ELECTRONIC DATA INTERCHANGE SYSTEM AND ON THE PROVISION OF E-BUSINESS SERVICES OF THE MINISTRY OF FINANCE, THE CUSTOMS ADMINISTRATION (E-CUSTOMS)

I. INTRODUCTORY PROVISIONS
Article 1
(1) These Regulations, aimed at securing the correct application of the electronic data interchange system, shall regulate the fundamental principles of the electronic data interchange system and the provision of e-business services of the Ministry of Finance, Customs Administration (e-Customs) and the obligations of the users of electronic data interchange and the services of e-business of the Ministry of Finance, Customs Administration.

(2) The terms of use of the electronic data interchange system and the provision of e-business services of the Ministry of Finance, Customs Administration (e -Customs) shall regulate the basic technical, technological and procedural terms of service of doing e-business with the Ministry of Finance, Customs Administration (hereinafter: Customs Administration) as well as the conditions of ensuring the authenticity of the electronic form of official documents, messages and information that are used or are created in the application of customs treatments through the use of the electronic data interchange system.

(3) The terms of use of the electronic data interchange system and the provision of e-business services of the Ministry of Finance, Customs Administration (e -Customs) shall apply when, in the use of the electronic data interchange system, under the application of customs procedures and treatments and excise treatments, legally binding effects occur.
Article 2
(1) Doing e-business with the Customs Administration shall presume the application of customs and excise treatments in an electronic environment by using electronic data interchange and electronic signatures and by using the web application of the Customs Administration, computer equipment, safe telecommunication channels, computer networks, application systems and other e-business tools.

(2) Electronic data interchange shall presume data transmission between two computer systems by electronic means in accordance with standards that are prescribed, or determined or accepted by the Customs Administration.
(3) In the implementation of customs procedures and treatments, the users of the electronic data interchange system and of the provision of e-business services of the Ministry of Finance, Customs Administration (hereinafter: e- Customs system) shall be deemed to be persons who are, in accordance with customs regulations, authorised to undertake all or some activities in procedures carried out by the Customs Administration and who uses the Customs Administration electronic data interchange system. E- Customs system users shall also be deemed to be persons who are authorised to carry out representation services in procedures concerning the customs approved treatment or use of goods and who use the Customs Administration electronic data interchange system.
(4) In the application of excise treatments, users of the e-Customs system shall be considered to be excise duty payers or persons who, in accordance with excise regulations, are authorised to undertake activities concerning the realisation of their rights or the discharge of their obligations.


II. FUNDAMENTAL PRINCIPLES AND PROVISIONS

Article 3
(1) The use of the e-Customs system shall be based on regulations of the customs, excise and tax system, as well as trade regulations and regulations from the field of official statistics.

(2) Regulations that regulate e-business and procedures in the electronic environment shall apply in accordance with these Regulations and only to the extent in which this is determined by the provisions of these Regulations. 

(3) The Customs Administration shall prescribe the regulations for the replacement of a handwritten signature and the identification of the Customs Administration and the e-Customs system users. 
(4) The e -Customs system shall be used exclusively by users who have been registered by the Customs Administration.
Article 4
(1) The Customs Administration shall ensure the e-Customs service and its public availability. Also, the Customs Administration determines the terms of use of the e-Customs system and reserves right to change them.

(2) The e-Customs system shall be used in accordance with the user instructions, technical documentation and specifications passed and/or approved by the Customs Administration, which shall be binding.  

(3) The user instructions, technical documentation and specifications for the application and use of the e-Customs system shall be published on the Customs Administration website. 

Article 5
The e-Customs system users shall adjust their application systems or format, size and data file structures used for the application of the customs and excise treatments via the electronic data interchange system and ensure that published user, technical and other preconditions necessary for the application of the customs and excise treatments via the electronic data interchange system are met within the meaning of the provisions of Article 4 of these Regulations. 

III. FEATURES OF THE IMPLEMENTATION OF CUSTOMS TREATMENTS
Authorisation for Electronic Data Interchange
Article 6
(1) The e-Customs system shall only be used by registered holders of authorisations for electronic data interchange within the meaning of Article 129 of the Regulations Implementing the Customs Act.

(2) Applicants for authorisation of electronic data interchange shall be obliged to identify an administrator who shall inform the Customs Administration electronically of the economic operator (or the person who within his business activities carries out activities covered by customs regulations) as well as of his identification information and the identification information of the administrator by filling out the corresponding web application forms.
(3) The registration procedure (authorisation) shall be carried out by the Customs Administration, Central Office, based on the application submitted in written form as a printout document of a special web form (printout of the application form) that contains data from the procedure of the electronic application of economic operators and administrators within the meaning of Paragraph 2 of this Article.
(4) The applicant for the authorisation of electronic data interchange shall be obliged to indicate all facts and circumstances and submit documents and other evidence necessary for the authorisation to be passed and especially to submit complete and correct data on authorized customs agents who are, in accordance with regulations on the requirements for the performance of agency in customs clearance procedures, authorised to undertake activities in procedures carried out by the Customs Administration.
Article 7
(1) The authorisation for electronic data interchange shall be issued upon the verification of the printout web form referred to in Article 6 Paragraph 3 of these Regulations. One copy of the certified form shall be returned to the applicant, and the other shall be kept for official purposes and used as a basis for data input in the records of holders of authorisations for electronic data interchange, kept by the Customs Administration, Central Office in electronic form.
(2) The authorisation holder shall be obliged to immediately inform the Customs Administration of all facts that occur after the issue of the authorisation, which affect or could affect its validity or contents.
(3) The authorisation holder shall be obliged to inform the Customs Administration of any changes of data in the authorisation and records referred to in Paragraph 1 of this Article in electronic form by filling out the corresponding web form. Changes of data shall be carried out by entering relevant data in the records of holders of authorisations for electronic data interchange.

(4) The holders of the authorisation for electronic data interchange shall be obliged to report to the Customs Administration and qualify an authorized customs agent for the use of the e-Customs system and his lawful and correct treatment. The holder of the authorisation for electronic data interchange shall be obliged to inform in an appropriate manner authorized customs agents of the results of unauthorised use and any other abuse or irregularity regarding the use of the e-Customs system.
Archiving and safekeeping of electronic records and written documents
Article 8
(1) E- Customs system users shall be obliged to keep in their original electronic form, containing an advanced electronic signature and electronic signature based on a digital certificate issued based on the principles of the Lightweight Certificate Policy for persons referred to in Article 10. of these Regulations, all electronic records and data related to the implementation of customs treatments via the electronic data interchange system within the deadlines prescribed by customs regulations for the safekeeping of documents. 

(2) The Customs Administration shall store and save, in their original electronic form, all electronic records created during the implementation of customs treatments via the electronic data interchange system and such data shall be deemed authentic.

(3) Documents enclosed to the declaration and which are necessary for the application of regulations concerning a customs procedure for which goods have been declared, and which are not submitted in electronic form, shall be saved made available to the Customs Administration in accordance with customs regulations.

IV. FEATURES OF THE APPLICATION OF THE EXCISE MOVEMENTS CONTROL SYSTEM (EMCS SYSTEM)

Article 9

(1) For the application of the Excise Movements Control System (hereinafter: EMCS system) the excise duty payer can: 

1) use his own electronic data interchange system compatible with the EMCS system and connect to the e-Customs system as an external user, in a manner which enables electronic message exchange according to accepted form and content, or

2) use the EMCS web application of the Customs Administration.

(2) In cases referred to in Paragraph 1 of this Article, the excise duty payer shall be obliged to register himself as the user of the e-customs system and appoint an administrator for that purpose, who electronically registers employees and their data with the Customs Administration by filling out the corresponding web forms. The excise duty payer shall be obliged to fill in and submit complete and correct data and documentation, as well as inform the Customs Administration on any changes or updates of data submitted in electronic form by filling out the corresponding web forms.

(3) The registration procedure shall be carried out by the Central Office of the Customs Administration, upon a request presented in written form as a printout of a special web form (the registration printout form) which contains data from the procedure of electronic application of the excise duty payer and administrator within the meaning of Paragraph 2 of this Article.

(4) The registration shall be implemented by verification of the web form printout referred to in Paragraph 2 of this Article. The validated form printout is used as the basis for the entry of data into the records of holders of authorisations for electronic data interchange, which the Central Office of the Customs Administration keeps in electronic form.

V. FEATURES OF THE ENSURANCE OF AVAILABILITY OF SPECIFIC E-CUSTOMS SERVICES TO PERSONS NOT ESTABLISHED IN THE REPUBLIC OF CROATIA

Article 10

(1) A person not established in the Republic of Croatia can use e-Customs services provided that he is registered in the EORI system of electronic data interchange. Such a person can use only those e-Customs services which have been specified by the Customs Administration.

(2) The person referred to in Paragraph 1 can use e-Customs services if:

1) he uses his own system of electronic data interchange with its own application system for the preparation of documentation in a customs procedure, or

2) he uses the "G2B client" application of the Customs Administration with its own application system for the preparation of documentation in a customs procedure.

(3) The person referred to in Paragraph 1 shall be obliged to register himself as the user of the e-customs system and appoint an administrator for that purpose, who electronically registers employees and their data with the Customs Administration by filling out the corresponding web forms. The person referred to in Paragraph 1 shall be obliged to fill in and submit complete and correct data and documentation, as well as inform the Customs Administration on any changes or updates of data submitted in electronic form by filling out the corresponding web forms. In the registration procedure, the person referred to in Paragraph 1 of this Article shall be obliged to submit proof that he is registered in the EORI system of electronic data interchange, and if he is not registered, he must obtain an EORI number in a procedure before the Customs Administration.

(4) The registration procedure shall be carried out by the Central Office of the Customs Administration, upon a request presented in written form as a printout of a special web form (the registration printout form) which contains data from the procedure of electronic application of the obliged entity and administrator within the meaning of Paragraph 3 of this Article.

(5) The registration shall be implemented by verification of the web form printout referred to in Paragraph 3 of this Article. The validated form printout shall be used as the basis for the entry of data into the records of the holders of the authorisation for electronic data interchange which the Central Office of the Customs Administration keeps in electronic form.
VI. USE OF THE ELECTRONIC SIGNATURE
Article 11
(1) For the signing of data exchanged within the e-Customs system and determined by the Customs Administration, registered authorisation holders or registered e-Customs system users for the electronic data interchange shall only use the advanced electronic signature or an electronic signature based on a digital certificate issued based on the principles of the Lightweight Certificate Policy for persons referred to in Article 10 of these Regulations, and in accordance with the provisions of regulations regulating e-business and procedures in the electronic environment (electronic Signature Act and other regulations regulating procedures in the electronic environment). 

(2) The Customs Administration shall only accept certificates issued by certification services providers in accordance with regulations that regulate the records of electronic signature certification service providers.

(3) In the application of customs treatments via the electronic data interchange system, the Customs Administration shall use the electronic signature which substitutes a handwritten signature and the stamp imprint of the Customs Administration. 

(4) In cases referred to in Article 9 Paragraph 1 Subparagraph 2 of these Regulations, excise duty payers shall be obliged to obtain the appropriate access certificate, but there shall be no obligation to obtain a signature certificate.
VII. SPECIAL OBLIGATIONS OF E-CUSTOMS SYSTEM USERS
Article 12
(1) By accessing the system and/or using any of its parts, the e-Customs system user shall be deemed to have accepted all obligations resulting from these Regulations.
(2) The acceptance of the obligations referred to in Paragraph 1 of this Article shall include the responsibility of the e-Customs user to:

1. follow and apply all professional instructions, explanations and guidelines published by the Customs Administration or which are an integral part of the information system and/or accompanying application systems,
2. responsibly and professionally and with special care take due account of the confidentiality and inalienability of the assigned user names and passwords,
3. ensure comprehensive data and system protection from unauthorised access, loss, changes or destruction of documents, data and information,
4. to deliver authentic and reliable documents, data and information, especially data on authorized customs agents who are, in accordance with regulations on requirements for the performance of agency in customs clearance procedures, authorised to undertake activities in procedures carried out by the Customs Administration,
5. to responsibly, professionally and ethically use the system for all obligations resulting from the general principles of e-business, the rules of the profession and best practices. 

VIII. FINAL PROVISION
Article 13
These Regulations shall enter into force on 15 April 2013 and shall be published on the Customs Administration website.
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